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Abstract.  In the past control rooms have been designed with a focus on the integration of the multiple technologies required to provide an efficient management solution to the variety of factors being controlled.  However, one of the most important factors in the design of these systems, the human factor, has often been overlooked.  The operator within a control room is the vital link between the input and output of information, and this missing link in the design of control rooms can lead to serious Operational Health and Safety issues and diminished efficiency and effectiveness.  The simulation industry provides unique opportunities to ensure that the environment being simulated is as realistic as possible.  Thus, the integration of simulation technologies and design with command and control industries is the way to ensure realistic training facilities and control centres that cater for the needs of essential personnel.  This paper discusses some of the major human factor challenges within a control room and includes design features that facilitate the complex interaction between people, technology and the simulated environment; ergonomics and the recreation of anxiety and stress that is a major risk factor in the control room environment.
1. Introduction

Command and Control Centres (C3) are a feature of many industries including the military, transport (rail, air, sea), emergency services and the police, oil and gas, public utilities (power, water, transport) and mining to name a few.  Also included in this list are technology service providers, data gathering services and information dissemination services.  In fact any industry or business that provides twenty-four hour services requires a C3 to ensure service provision is controlled, consistent and robust.  In this way there are no mixed messages being relayed by the service provider, service delivery is sustained and the quality of the information being disseminated is guaranteed.  This is particularly important where the C3 performs mission/business critical functions.  

The main purpose of a C3 is to provide a central node or hub for vast amounts of information that may be received, stored, retrieved, created and disseminated at any time.  While also acting as a conduit for information flow, the C3 is where central decision-making takes place and where major operations are controlled.  Since information storage, retrieval, creation and dissemination is now heavily dependent on technology, the development and planning of C3s during the last twenty-five years has focused principally on technology and functionality (Anderson, et al., 1999).  This paper discusses some of the challenges of planning and designing a C3 for the twenty-first century, and proposes a more holistic approach that includes all facets of the centre from operations to training, technology and the human elements that may affect decision-making during crisis situations.

2. C3 PLANNING AND DESIGN CHALLENGES 

There are two major challenges that affect the successful planning and design of C3s.  The first challenge concerns the nature of the centre, functionality and who performs the operation/s, and the second relates to technology.  A C3 is essentially a conduit for large amounts of data that are used to inform decision-making, usually critical to operations.  Information in the control room flows both in and out and usually comes from a variety of sources, in a range of formats ranging from purely visual and multimedia, to text or symbolic (mathematical) data.  A C3 requires a complex array of sophisticated technologies to function at optimum levels.  Operations occur 24/7 and the C3 is never shut down.  Hence, the systems in the C3 must be flexible with in-built redundancy to allow ongoing maintenance and upgrades to occur while the centre is still operational.  The centre must be secure, but flexible enough to allow for growth and changes in information flow and workload as the organisation it serves evolves. 

The C3 also involves human operators.  While mobile agents can gather data electronically from a range of sources (Cerut, 2001) and decision making or expert systems can be used to inform decisions, it is still the human operators who decide what information is critical, and who ultimately make the decisions, often very quickly and under stressful conditions (Schmid & Collis, 1999).  The design of the C3 must include environmental factors and address both the physical and mental health and well being of the human operators to ensure optimal levels of effectiveness and efficiency (Green & Collier, 2001).  Work flow and workload, space, maneuverability, accessibility and layout all affect the human operators, as do environmental factors such as temperature, humidity, lighting and noise (Booth, & Pedley, 1999; Schmid, & Collis, 1999).  The design must allow for times of peak and/or crisis activity rather than normal operations.  If the design brief stipulates that workspaces are to be multifunctional to accommodate a range of different personnel, then planning must be flexible to accommodate these specifications.  Since the human operators work long shifts in a static environment, these design features are crucial to the successful operation of the C3.

Technology is also a major component of C3 planning and design.  Rapid developments in technology can adversely affect a centre that depends on that technology for optimum information flow.  The C3 design needs to be flexible enough to allow for technological change, and include the integration of legacy systems, ongoing maintenance, new systems and applications, while the centre is still operational.  Cost is a major factor in the design of C3s.  Planning and design of the C3 should include redundancy and technological change as part of the design brief.  Does the design work to a three year cycle to account for technological change and redundancy with a lower initial cost; or is it better to pay more initially, build systems with greater scalability, flexibility and redundancy and operate on a ten year cycle?  The cost factor will also affect how well the C3 accommodates the human elements.  In the past the human element of the C3 has received cursory attention in the overall design.  While some basic ergonomics have been included, the overall role of the human operators, their contribution to functionality and how they interact with the technology used in the C3 to support effective decision-making, has not been a major factor in the design process.  The importance of the human elements in a C3 cannot be underestimated.  The technology and the information systems that make up the design of a C3 form a complex toolkit that supports, but also influences the human decision-making process.  This interdependent relationship between technology and the human elements will ultimately affect all operational aspects of a C3 and must be addressed in the initial stages of planning and design (Evans Consoles Corporation, n.d; Schmid, & Collis, 1999).
3. SIMULATION AND C3 DESIGN
Designing a C3 is problematic because it is difficult to show how the two key elements of technology and humans are interdependent and essential to the smooth running of the centre.  The simulation industry can provide some of the answers to this problem by working with designers to develop simulated C3 design profiles.  This would allow clients to walk through a simulated C3 and experience a range of different designs and workplace scenarios before committing to a specific design.  A simulation provides an immersive environment that clearly illustrates cause and effect and how the technology and the human elements interact, particularly during a crisis situation.  While this may appear to be a rather convoluted way to approach the design of a C3, the final simulation has two functions.  It becomes a blue-print and interactive reference point for the design of the C3, while also providing the foundation for simulated training modules specific to that particular C3.  When the C3 is installed and ready to go online, the design profile simulation can then used as a training module.  This training module can then be expanded to include real time data and scenarios from the operational C3 to provide more immersive training for new staff or as the basis for debriefing after a major event.
4. HOLISTIC DESIGN: BUILDING A C3 DESIGN PROFILE FOR SIMULATION
4.1 Workplace Analysis

The foundation of any good design profile is a thorough analysis of the workplace and how the C3 fits into both strategic and operational functions of the organisation it serves.  Major considerations in the workplace analysis should include the mission of the organisation/department; the strategic and operational role of the C3; current and projected processes for information sharing and decision-making within the organisation; and criticality to operations (Green, & Collier, 2001).  Ideally, the C3 will play a crucial role in supporting effective decision-making and strategic directions within an organisation, while also facilitating the development of an information culture.  The workplace analysis will determine the amount and type of technologies to be used, integration and implementation procedures and timelines; and provide an indication of potential infrastructure costs.  It will also indicate the number and type of tasks to be controlled by the C3 and the number of personnel required during normal and crisis operations (Green, & Collier, 2001).  The workplace analysis may even result in changes to how information is currently managed and control effected at an organisational level.  This initial stage of building a C3 design profile asks the difficult questions such as why are we here; what do we actually do and what do we want the C3 to do for the organisation?  The workplace analysis and the answers to these fundamental questions will affect all aspects of the C3 design profile.

4.2 Elements and factors - Cost

As mentioned previously, the two major elements of the C3 design profile are technology and the human operators who manage the centre and the information flow and make the decisions, and as a consequence, exert control.  Once a workplace analysis has determined the role of the C3 at an organisational level, the first major factor to be considered when building a design profile is cost.  Rapid technological change in hardware and software, delivery modes, infrastructure and connectivity (mobile, satellite, optic fibre cable) means that cost and the longevity of the technology used in the design of the C3 is a major factor.  Organisations need to make a decision early in the planning and design process about the technology cycle (limited shelf-life versus longer shelf-life) that will ultimately affect all other aspects of the C3.  A limited technology cycle is approximately three years and will usually mean lower overall start-up costs and cheaper infrastructure and hardware.  The three year cycle also means the organisation can effect major structural change quickly and be responsive to changes outside the organisation, including technological change.  Negative aspects to implementing a three year technology cycle include compromises on quality which may affect the human operators and the robustness of the C3; the need to completely replace systems and infrastructure in a centre that must be operational 24/7; and the introduction of major change in a workplace that may be mission critical.  Major changes in the workplace such as new technology and systems may increase stress levels, often requires re-training of staff and the implementation of new maintenance schedules.  It is often these unforeseen and hidden costs in time and personnel that blow out the operational budget, especially when the C3 must remain online at all times.

Opting for a C3 designed around technology that has a ten year plus life cycle will always be more expensive.  Custom built consoles that address ergonomic factors while providing generic, multi functional structures to suit a wide range of hardware are more costly (Tryan, 2005).  Building in redundancy and backup facilities for power and systems failure, and including hardware and software that are scalable, modular and interoperable also mean start-up costs will be increased.  This approach, however, means that ongoing maintenance and upgrades will cost less in the long term, major equipment turnover is less frequent and the overall longevity of the C3 is increased.  The design of the C3 is still flexible enough to allow for growth and technological change, but change is incremental and ongoing, which means lower stress levels for staff and training at the point of need rather than replacement systems and re-training.  Maintenance and training are also easier to schedule and less intrusive in an operational centre that cannot be offline at any time.  Response to change is controlled and that impact on centre operations and staff is kept to a minimum.

4.3 Elements and factors - Environment

The environment in the C3 affects both the technology and the human operators, but the effects may be quite different.  Optimal temperature and humidity suitable for the technology components are usually too cold and dry for the human element so a compromise must be factored into the design.  The C3 also requires security, both physical (location and equipment) and virtual (cyber attack), and a consistent and even power supply (no brown outs or spikes).  The human element in the C3 is affected by noise (ambient and unexpected) and lighting.  The type of lighting is particularly important (yellow versus white light), as it may affect the refractive index and glare factor on screens.  Excess glare causes eye strain and physical fatigue, and also may affect colour and screen display integrity.  Glare, lighting, noise, temperature and humidity all affect the comfort and fatigue levels of the human operators, which in turn affects reaction time and error rates (Green, & Collier, 2001), interpretation of data and ultimately the quality of the decision-making.
4.4 Elements and factors - Layout

The layout of the C3 will directly affect space, ease of access and maneuverability for technical staff conducting maintenance, upgrades and the replacement of technological infrastructure, hardware and software.  Layout and space may also impose limitations on the flexibility of the technological systems in the C3 by reducing modularity and the capacity for scalability.  Fixed systems tend to require less space and offer fewer opportunities for scalable upgrades.  Systems which are flexible and multipurpose allow dedicated modules to go offline and be used for training, while the C3 is still operational.  Training can take place in situ, using real world applications and data.  Trainees experience immersive training using simulations developed from real data which closely reflects all the physical and mental rigours they might be expected to face in a real workplace (Kimenkowski, et al., 2009).

Layout also affects the human element of the C3.  Operators working long shifts need enough space to allow for easy maneuverability and access to controls.  Operators should be able to see and communicate easily with others in the C3, so workstation layout and design, displays and controls, the location of the commander/operations manager and shared communication devices such as a large screen display are essential to the smooth running of the C3 (Green, & Collier, 2001; Dudfield, et al.,2001).).  Ease of communication is essential to build teams and develop shared mental models (Paton & Jackson, 2002) which in turn affects response times and the quality of the decision-making.  The issue of visibility versus security during an incident must also be considered.  Layout will not only affect communication and the different layers of management/command within the C3, but it will also affect operators outside the facility.  Layout should also accommodate the maximum number of people in the C3 at any given time (crisis, maintenance and training) rather than during normal operations (Green, & Collier, 2001).
4.5 Elements and factors - Functionality

Functionality has traditionally been considered the most important aspect of the C3 and the focus of design briefs. Examining functionality in relation of the two major elements allows the designer to create a C3 that truly reflects the interdependence that exists between technology and the human element. This relationship is succinctly summarised by Schmid & Collis:

‘A human centred approach makes ergonomic, societal and philosophical factors central to the design approach adopted. It ensures that the system is appropriate for the human context in which it is to be used’ (1999, p. 41.).
Optimum technological functionality in the C3 requires components to be multi purpose, easy to use and flexible.  This means a single work station may have several functions, as well as the facility to be used as a backup during operational failure (redundancy) or as a discrete training station while the C3 is still functioning normally.  Systems need to be interoperable and modular to facilitate smooth maintenance, upgrade and replacement schedules.  All technological components should allow for scalability to facilitate growth and change as the C3 evolves and new technologies become available.  Designers also need to plan for backup facilities.  These include backups for both the information being stored and used in the C3 and operations (power supply, environment).  Building in redundancy and flexibility by using multi functional components allows alternative systems to come online immediately there is a system failure, thus ensuring continuation of service.  Information management (version control, records/archives) necessary for debriefing, audit and for training using simulations based on real world data, must also be considered in the design profile.  Information management and control is often only considered from the ‘here and now’ point of view, with version control, effective record keeping and archival procedures receiving little or no consideration in the design process.  However, storage repositories, procedures and software to retrieve essential information easily are extremely important.  

Another aspect of functionality concerns the display of information in the C3.  Display is often the most visible technology in the C3 and a focus in the design process.  Good display systems should be multi purpose, facilitate the easy distribution of information across multiple formats and create effective communication channels.  Good displays will assist the team to build mental models and reduce fatigue (Macklin & Dudfield, 2001).  The technology in the C3 should also allow for access to multiple agencies, information systems and repositories that operate outside the secure environment of the C3.  This necessitates extra security measures (networks, discrete workstations) to protect the C3 from cyber attack and to keep information and decisions secure.  All these aspects of functionality and technology must be included in the design process.

The human element and functionality of the C3 must also be considered in the design phase.  The design of the C3 will affect the workflow and workload of the human operators.  Workload should also be part of the workplace analysis.  When designing for optimal work flow and workload, flexibility that allows for growth and change is the key.  Workstations should be modular, physically and virtually, so they can be easily moved/replaced both within the C3 and virtually within the network.  Designers also need to consider task assignments and activities that may be a result of task completion (Drury & Darling, 2007).  Using easily recognisable icons (eg, Microsoft) introduces familiarity into the work environment, makes training easier and is perceived by the human operators as ongoing rather than major change.  Ease of use should be a major consideration when designing a C3.  Anything that increases ownership by the human operators, facilitates their comfort and mental health and well being should be a major part of a design profile for the C3 (Dukic, et al., 2007; van Loo, 2001).  Stress, long work shifts and the criticality of most C3 operations means that the human element is often the point of failure and error.  Staff burnout and high staff turn over mean more training for new staff and weaker communication and mental models for the team running the C3. Training should be considered as an essential function of the C3. ‘Any system design must … take into account existing knowledge, skills, know-how and understanding as well as people's scope for development (Schmid & Collis, 1999, p. 42).  Expensive cost blowouts will be incurred if the human element is not considered during the planning and design process.
5. CONCLUSION
Two major elements in the C3 must be considered during the design phase.  These are technology and the human element.  These elements are interdependent and how they are addressed during the design process will ultimately affect the efficiency and effectiveness of the C3.  Using simulation technology allows the clients and the designer to model best practice in an interactive, immersive environment that clearly illustrates the relationship between the technology and human elements that are the key to an effective and efficient C3. To design a truly effective C3, the first step is to conduct a workplace analysis to determine the strategic and operational aims and goals of the organisation and where the C3 fits in the overall picture.  Designers should then build a design profile simulation based around the two key elements. Factors that need to be considered for each element include cost, environment, layout and functionality.  Both key elements and all the factors are interdependent and affect other aspects of the C3.  Building a design profile simulation allows the designer and the organisation to develop a clear overview of the multiple aspects of C3 operations that could impact on decision-making.  Using a design profile simulation also assists designers to consider other aspects of C3 operations such as training in situ, the effects on staff and the longevity of the C3 systems, both technological and human.
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